3GPP TSG SA WG3 (Security) Meeting #94
S3-190027
28 January – 1 February 2019, Kochi (India)
revision of S3-19xabc
Source:
3GPP CT4

Title:
Clarification request on NF authorization in UE Reachability Notification Request procedure
Document for:
Information, Discussion

Agenda Item:
7.1.15

3GPP TSG CT WG4 Meeting #87
C4-188603

West Palm Beach, US, 26-30 November 2018

Title:
Clarification request on NF authorization in UE Reachability Notification Request procedure
Response to:


Release:
Rel-15
Work Item:
5GS_Ph1-CT
Source:
CT4
To:
SA2
Cc:
SA3
Contact Person:
Name:
Laurent Dubesset
Tel. Number:


E-mail Address:
Laurent.dubesset@orange.com
Send any reply LS to:
3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org 


Attachments:
C4-188044

1. Overall Description:

C4-188044 was submitted at CT4#87 but not concluded. It aimed at specifying the stage 3 required changes to TS 29.503 to allow the UDM informing the AMF of the identities of the Network Functions that are authorized to request notifications on this UE's reachability (steps 0a or 0b of UE Reachability Notification Request procedure defined in TS23.502, sub-clause 4.2.5.2).

During the discussions, concerns were raised by some delegates whether this procedure is needed at all. Some delegates considered that it is redundant as OAUTH2.0 mechanism defined in TS 33.501 already provides a framework for Authorization of NF service access.
In addition, it was commented that the FQDN is not a suitable identity for NF authorization as an HTTP client (in opposition to a Diameter one) doesn't set any origin identity such as a FQDN when sending a request to an HTTP server. The NF Instance Id of the NF Service Consumer is the primary identity for an NF when registering in the NRF and when requesting an OAUTH2.0 token.

2. Actions:

To SA2 group.

ACTION: 
CT4 kindly asks SA2 group to: 
- Clarify the use cases or the service layer consideration for the procedure of UDM providing authorized NF list (steps 0a or 0b of UE Reachability Notification Request procedure defined in TS23.502, sub-clause 4.2.5.2) and AMF using such list for subsequent authorization check, and
- Confirm that the authorisation framework defined in TS 33.501 is not sufficient for authorizing NF to request UE's reachability.

- If so, confirm that the list of the identities of the authorized Network Functions is a subscriber specific parameter and therefore is part of subscription information that may be stored in the UDR.

- If so, remove the FQDN as a possible NF identity in TS23.502, sub-clause 4.2.5.2.
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